NHOPOPMANNOHHASA NAMSATKA UIS OBYYAIOIIINUXCHA

C KaXIbIM T'OAOM MOJOACKHN B HHTCPHCTC CTAHOBUTLCA 6OJII>IH€, 4 IIKOJIbHHUKN
OJHHN M3 CaMBIX AaKTHUBHBIX I10JIb30BaTEeNICH PYHeTa. MG)I(I[y TCM, IIOMHMO OI'POMHOIO
KOJINYCCTBA BOBMO)KHOCTGfI, HHTCPHCT HCCCT U HpO6J’ICMBI. OTa namsTka JOJDKHA ITOMOYb
TeOe Oe301macHo HaXOIUTHBCA B CCTH.

KoMunbrorepabie BUpYChI

KoMmnbloTepHblii  BUPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrpamMM,
OTJIMYUTENBHOW OCOOEHHOCTBIO KOTOPOW SIBIISIETCA CIIOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHI MOTYT TIOBPEIUTH WM MOJHOCTBIO YHUUTOXHUTH BCE (hailsibl
U JaHHbIC, IMOJAKOHTPOJBHBIE IMOJB30BATEN0, OT HMEHUM KOTOpPOTO Oblia 3aIylieHa
3apakeHHasl MpPOrpaMma, a TaKXKe IMOBPEIUTh WIH JaKE€ YHHUYTOXUTH OINEPALHMOHHYIO
CUCTEMY €O BceMHU (pailmamMu B 1eoM. B GONbIIMHCTBE CllyyaeB paclpOCTPAHSIOTCS
BHPYCHI YEPE3 UHTEPHET.

MeTozpbl 3aUThI OT BPEIOHOCHBIX MPOrPaMM:

1. Hcnonp3yli COBpEMEHHBIE OIEPAL[MOHHBIE CHCTEMBI, HMEIOIIHNE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX MTPOTPAMM;

2. IlocTositHHO ycTaHaBNIMBaM mauTu (IMGPOBBIC 3aIUIATKH, KOTOPhIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IEJIbl0 JOPAa0OTKM MNpPOrpaMMbl) M Jpyrue OOHOBIIEHHSI CBOEH
orneparmoHHo# cucteMbl. CkaunBail UX TOJBKO ¢ opuIManbHOro caiita pazpadorunka OC.
Ecnu cymecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBOoeM KOMIBIOTEpE TIOJ IMpaBaMH I[OJb30BATENs, a HE
aIMUHUCTpATOpPa. ODTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX  MPOTPaMM
MHCTaJUIMPOBATHCA HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBUPYCHbIE  IPOTrpaMMHBIE  MPOAYKTHI  HU3BECTHBIX
IIPOM3BOIUTEIICH, C aBBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Wcnonp3yit BHeNIHWE HOCUTENW WHGOpMAIMK, TaKHe Kak (Quielika, JUCK WIH
¢aiin U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpeiBall KOMNBIOTEpHBIE (DaAIbI, TOJYYCHHBIE U3 HEHAJICKHBIX
UCTOYHUKOB. J[axke Te ¢aitypl, KOTOpbIE MPUCTAT TBOWU 3HAKOMBIN. JIydllie yTOuHH y HETO,
OTIMPABJISI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - 3T0 He B niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OPeH I, MapKa.
Eme B 1991 rony Huaepnanjckass kommanus 3apeructpupoBasia 6pena "WECA", dro
obo3nauano cmoBocoueranue "Wireless Fidelity", xoTopelii mepeBomuTCA  Kak
"GecrpoBOAHAS TOYHOCTH".

Jlo Hamiero BpeMeHH JoOIUIa Jpyras a0OpeBuaTypa, KOTopas SBISICTCS TaKOW Ke
TexHonorue. JOto abOpesBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JaHO C HaMEKOM Ha
CTaHAapT BbICHIeH 3BykoBoW TexHuku Hi-Fi, uto B mepeBoje o3HawaeTr '"BbICOKas
TOYHOCTB".



Jla, OecruiaTHBII WHTEPHET-IOCTYN B Kade, OTeNsIX W ad’poropTax SBISICTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrme sKcmepThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISAIOTCS O€30MaCHBIMH.

CoBeThl 110 6€30I1aCHOCTH PabOTHI B 00IIEA0CTYHBIX ceTsax Wi-fi:

1. He nmepenapaii cBoro n1uuHyro uHGOpMAIKIO Yepe3 odmieaocTymnabsie Wi-Fi cetn.
PaboTas B HUX, *KeJIaTelIbHO HE BBOJUTH NAPOJIH J0CTYMa, JOTUHBI U KaKHe-TO HOMEPA;

2. Ucnionb3yit 1 0OHOBIISIA aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. TeM cambiM
Thl 00€301acuIllb ce0s OT 3aKauyK BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun pynkuuo "OO6muit goctyn k daiinam u
npuHTepam". JlanHas GyHKOUS 3aKpeiTa IO yMOJYaHHUIO, OJHAKO HEKOTOPHIC
MOJTH30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCTIOJIb30BaHUs B paboTe wim yuede;

4. He ucnonb3yit myOmmunsiii WI-FI quist mepenauu TMYHBIX JaHHBIX, HAIIPUMEp 7S
BBIXO/Ia B COITMAIBHBIC CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. Wcnonp3yil Tonbko 3amuiieHHoe coeaunenue yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHo "https://";

6. B wmoOwibHOM Tenedone oTkmoun QyHknuo "Tloakmouenne k- Wi-Fi
aBromatudecku". He jqomyckail aBTOMaTHYECKOTO MOAKIIOYEHUSI YCTPOHCTBA K ceTsiM Wi-
Fi Ge3 TBoero cornacus.

ConuajabHble ceTH

CounanbHble CETH aKTUBHO BXOAST B HAIly >KW3Hb, MHOTHE JIIOAU pabOTalOT U
KUBYT TaM NOCTOsIHHO, a B Facebook yxke 3apeructpupoBaH MWUIMAP] YEJIOBEK, YTO
SIBJISIETCSL OJTHOM CEABMOM BCEX JKUTEJEH IIaHEeThl. MHOTHE MOJb30BATENN HE MOHUMAIOT,
yTo WH(pOpMaIUs, pa3MEIIeHHAas UMU B COIMAJIbHBIX CETSIX, MOXKET ObITh HaillieHa U
HCIIOJb30BaHa KEM YTOJHO, B TOM YKCJI€ HE 00s3aTeIbHO ¢ OJJaruMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI TIO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpannub crnucok apy3eil. Y Te0s B JIpy3bsiX HE JODKHO OBITH CIy4yaWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuiiail cBOIO YacTHYIO KKM3Hb. He ykasbiBail mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXACHUS U JAPYTYI0 JHYHYIO UWHOOpMAIUio. 3TOYMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh Jake MHGOPMAIIHIO O TOM, KaK Thl U TBOU POJAUTEINH IJIAHUPYETE MPOBECTU
KAHUKYJIbL,

3. 3amuinai CBOr penyTaiuio - AEpKU €€ B YUCTOTE U 3a7aBail cebe BOMPOC: XOTeN
OBl ThI, UTOOBI JIPyTHE IMOJB30BATEIN BUJEIH, YTO ThI 3arpyxkaeiib? [lomymaii, mpexnae
YeM YTO-TO ONyOJIMKOBATh, HAMMKCATh U 3arpy3UTh;

4. Ecnv Tbl TOBOpHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCHOJbB3YyH CBOE
peaqbHOe UMS U IPYTYIO JIMYHYIO HHPOPMAITUU: UMSI, MECTO KHUTEJIbCTBA, MECTO YUeObl U
poyee;

5. WN3berait pasmemienus dotorpaduit B MHTepHeTe, e Th M300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OMPEAEIUTH TBOE MECTOMOJIOKECHUE;

6. [Ipu perucrpamuu B COIMAIBHONW CETH HEOOXOIMMO HCIOJB30BAaTh CIIOKHBIC
MapoJIiv, COCTOSIINE U3 OYKB U ITU(P U C KOJIUYECTBOM 3HAKOB HE MEHeEe §;

7. Jlns couuanbHOM CEeTH, MOYThl U JPYTHMX CAaWTOB HEOOXOIMMO HCIIOJIb30BATh
pasHbie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIITUICHHUKH MOJyYaT JOCTYII



TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.
JJIeKTPOHHbIE IEHbI'H

ONeKTpOHHBIE JIEHBIM - OSTO OYEHb YIOOHBIM CIOCOO TUIATEeXKEW, OIHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIH.

DNEKTPOHHBIE J€HbIU IMOSBUINCHh COBCEM HEAABHO M HMMEHHO H3-3a2 3TOTO BO
MHOT'MX TOCyAapcTBax 0 CHX IOpP HE IPOIKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHHUPYIOT U O HUX YK€ NMPOMHCAHO B 3aKOHE, IJIE UX
pa3zensAoT Ha HECKOJBKO BHJIOB - aHOHMMHBIE M HE aHOHHMMHBbIE. Pa3HHIIa B TOM, YTO
aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOIUTH ONepanuu 6e3 uaeHTU(pUKaIIu
MOJIb30BATENs, @ B HEAHOHUMHBIX UACHTU(DUKAIIHS TTOIH30BATENs SBISETCS 0053aTENbHOM.

Takxxke  cienyer  pa3nauyarh  JJIEKTPOHHbIE  (UATHBIE  JE€HbIM  (paBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) W OJJIGKTPOHHbIE He(UAaTHbIE JIEHbI'M (HE paBHbI
roCy/1apCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe € IICKTPOHHBIMU JICHbIAMU:

1. TlpuBsbku K cueTy MOOUIBHBIN TeneoH. DTO camblili YJOOHBI W OBICTPHIi
CHoc00 BOCCTaHOBUTH AOCTYI K cyeTy. [IpuBsizanHbIi TenedoH NOMOXKET, eciu 3a0yellb
CBOM IUIATEKHBIA MapOJib WIM 3alJeUIb HA CAaUT C HE3HAKOMOI'0 YCTPOMUCTBA;

2. Mcnone3y# onHOpa3oBble napoiau. [locie nepexona Ha yCHIIEHHYO aBTOPU3aLUIO
Tebe yxe He OyJeT yrpoxKaTh OMAaCHOCTb KPayKu WM MepeXBaTa IUIATeKHOIO MapoJis;

3. BoiOepu crnoxnblil maponb. [IpectynmHukam OyAeT HE MPOCTO yraiarh CIOXKHBIN
napoiib. HajexxHele maponu - 3TO Hapoiu, KOTOPBIE COJAEpKAaT HE MEHee 8 3HAKOB U
BKJIFOYAIOT B CE0sI CTPOYHBIE M MPONMHUCHBIE OYKBBI, HU(PPBI U HECKOIBKO CUMBOJIOB, TAKHUE
KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIIATENIBbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.

DJIeKTPOHHAS MOYTA

DNeKTpoHHAass IOYTa - 3TO TEXHOJIOTMS M NPEIOCTABISEMBIE €0 YCIYI'M IO
NEPEChUIKE M TMOJYUYEHHUIO DSJIEKTPOHHBIX COOOUICHHH, KOTOpbIE pAacIpeAesioTcs B
KOMIbIOTEpHON ceTh. OOBIYHO 3JEKTPOHHBIM MOYTOBBIM SIMK BBITJISIUT CIEIYIOIIMM
oOpa3oM: MMsI_IOJIb30BaTEIsI(@UMS_JIoMeHa. Takyke KpoMe Iepenayd MpoCTOro TEeKCTa,
MMeeTCS BO3MOKHOCTh NIEpeiaBaTh (aiiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C JIEKTPOHHOM MOUTOM:

1. Hamo BbIOpaTh mMpaBWIIbHBINA MOYTOBBIM cepBUC. B HMHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJAHAKO Jy4YIllle JOBEPSITh TEM, KOTO 3HACllb U
KTO IEPBbIN B PEUTUHIE;

2. He ykazpiBaili B NMYHOM mouTe JMYHYI0 HHPopMauuio. Hanpumep, myurie
BbIOpaTh "My3bIKasbHBIN _(panat@" unm "pox2013" Bmecto "temal3";

3. Ucnonw3yil ABYXATamHYyH aBTOPHU3ALMI0. DTO KOrJa MOMHMO MapoJisi HYKHO
BBOJUTH KOJ, MpUChUIaeMblii o SMS;

4. Be1Oepu CIIOKHBIN napoiib. {1 KakI0ro IMmoYToBOTO SIIHUKA JOJKEH OBITh CBOU
HAJIe)KHBIM, yCTOWYMBBIN K B3JIOMY apOJIb;

5. Ecnn ecTh BO3MOYKHOCTB HAIIMCATh CaMOMY CBOW JINYHBIM BOIIPOC, UCIIOJIB3YH ITY



BO3MO>KHOCTB;

6. Mcnonb3yid HECKOJBKO MOYTOBBIX AIMMKOB. [IepBbIi MJIs1 4aCTHON MEPENUCKU C
azpecaTaMy, KOTOPBIM Thl JIOBEPSACIIb. JDTO AJIEKTPOHHBIN apec HE HAJO0 MCIOJIb30BaTh
IpU perucTpanuu Ha Gpopymax u cairax;

7. He oTkpbIBail (haiiel ¥ Ipyrye BIOKEHUS B MUCbMAaX, JaXKe €CJIM OHU MPUIILIU OT
TBOUX Jipy3el. Jlydille yTOYHU y HUX, OTIPABIISIIN JIU OHU TeOe 3TU (haiibl;

8. Ilocne oxoH4aHusi pabOTHI HA MOYTOBOM CEpPBHCE IMEPE/] 3aKPbITUEM BKJIAIKU C
caiiToM He 3a0yab HaXKaTh Ha "Beriitu".

Ku6epOy1iimHr wiin BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymmuHr - mpecienoBaHue COOOIICHUSAMH, COICPKANIUMU OCKOpOJICHMS,
arpeccuio, 3amyruBaHHe; XYJIHMIaHCTBO; COLHUAIbHOE OOMKOTUPOBAHHE C IMOMOIIBIO
Pa3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYITUHTOM:

1. He Opocaiics B 60i. Jlydmmii crioco0: mMOCOBETOBAThCS KaK ceOsi BECTH M, €CIIH
HET TOr0, K KOMY MOXXHO OOpaTuUThCs, TO BHayajle yCIOKOUThCS. Eciau Thl HauHelIb
OTBEUaTh OCKOpPOJICHHSAMHU Ha OCKOpOJIEHUS, TO TOJBKO e€lle OOJbIIe Pa30AOKEIIb
KOH(DITUKT;

2. Yupasnsiii cBoeit kubeppernyTaiuei;

3. AHOHUMHOCTb B ceTH MHUMas. CylIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTH XyJIHMIraHCKUI 00pa3 BUPTyaldbHOU *u3HU. IHTEpHET Qukcupyer
BCE TBOM JICCTBUS U COXpaHSET UX. Y JAIUTh UX OyJEeT KpailHe 3aTpyIHUTEIbHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OJIHOPA30BBIE OCKOPOUTEIIbHBIE COOOIIECHUS
Jyyiie urHopupoBaTh. OOBIUHO arpeccus MPeKpalaeTcs: Ha HaYaJlbHOM CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMHU, B
COLIMAJIbHBIX CETSIX €eCTh BO3MOXKHOCTb OJIOKMPOBKH OTHPAaBKH COOOLIEHUH C
ONPEIEIEHHBIX aJPECOB;

8. Eciau Thl cBuperenb kuOepOymnuHra. TBoum [eHCTBUA: BBICTYNHTb IPOTHUB
peciieIoBaTeNsl, IOKa3aTh €My, YTO €r0 JEHCTBHS OLIEHUBAIOTCS HEraTUBHO, MOJJEPKAThH
KEPTBY, KOTOPOH HyXHa ICHUXOJOTHYECKasi MOMOIlb, COOOLIUTH B3pPOCIHBIM O (akTe
arpeCCUBHOIO MOBEACHUS B CETH.

MooOuiabHbIi TesedoH

CoBpemeHHbIe cMapTQOHBI M IUIAHIIETHI COAEpXaT B ceOe BIOJIHE B3POCIbIi
byHKIIMOHAN, ¥ TENepbh OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIBIOTEPAMHU.
OmHako, CpeJCTB 3aIUTHI JIJIsl TIOJIOOHBIX YCTPOMCTB MOKa OYeHb Mayo. TecTupoBaHue U
MIOUCK YSI3BUMOCTEM B HUX MPOUCXOJAUT HE TaK MHTEHCUBHO, Kak 1 IIK, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX TTPHIIOKECHUH.

CoBpeMeHHbIE MOOWIBbHBIE Opay3ephl YK€ NPAKTUYECKH JIOTHAJIA HACTOJbHBIC
aHaAJIOTH, OJHAKO pacimupeHre (QyHKIMOHAa BIEYET 3a COO00M OOJIBIIYI0 CIOXHOCTH U
MEHBIIYIO 3alIUIIEHHOCTD.



Jlaneko He Bce MPOU3BOAMTENN BBIMTYCKAIOT OOHOBIEHUS, 3aKPHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMWCTB.

OCHOBHBIE COBETHI AJIs1 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He siBiiseTcsl mo-HACTOAEMY OecriaTHbIM. bylb OCTOpPOXKEH, BeIb Korja
TeOe mnpeayiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHE-TO IJIaTHbIC
YCIIyTH;

Hywmaii, npexxae yem ornpaButb SMS, ¢hoTo wiu Buaeo. Thl TOYHO 3HACIID, I/I€ OHU
OyAyT B KOHEYHOM HTOTE?

Heo6xoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 11 MOOUIIbHBIX TeNe(OHOB;

He 3arpyxaili mNpuiIoXeHHS OT HEU3BECTHOIO HWCTOYHUKA, BEAb OHU MOTYT
CoJIepKaTh BPEIOHOCHOE MPOTPaMMHOE 0OECTICUCHNE;

[Tocne Toro Kaxk Thl BBIMJIEIIb C CaliTa, 1€ BBOJAWI JUYHYIO UH(OpPMAIUIO, 3aii1 B
HACTpoMKH Opay3epa u yaaiu cookies;

[lepuoguueckn mnpoBepsii, Kakue IJIATHBIE YCIYTH AKTUBUPOBAaHbI Ha TBOEM
HOMepe;

JlaBaii cBOil HOMEp MOOUIIBHOTO TeJIe(POHA TOJBKO JIIOASIM, KOTOPHIX Thl 3HACIb U
KOMY JIOBEpsICLIb;

Bluetooth momxeH ObITH BBIKIIOYEH, KOTJa Thl UM HE nosb3yeubcs. He 3a0biBaii
MHOT/1a IPOBEPSATH 3TO.

Online urpsi

COBpEeMEHHBIE OHJAWH-UIPBI - 3TO KPACOYHBIE, 3aXBaTBHIBAIOIIME pPa3BJICUCHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BCceMy MHpY. UTpoKH HCCIEeNyIOT TaHHBIM UM
MHUp, OOIIAIOTCS APYr C JPYroM, BBINOJHSIOT 33JaHUfA, CPAXKAIOTCI C MOHCTPAMH U
MOJIYYarOT OTBIT. 32 YIOBOJILCTBUE OHU TUIATST: MOKYNAIOT IUCK, OIJIAYMBAIOT A0OHEMEHT
WM IPUOOPETAIOT KaKKUe-TO OIIIUU.

Bce st cpencrBa MayT Ha MOAJNEpP)KAHUE W PA3BUTUE WUIPHI, 4 TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIMH, BBHIMYCKAIOTCS HOBBIC MaT4d
(mmdpoBbIe 3aMIaTKy 7151 TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX Wrpax CTOMT omacaThCsi HE CTOJIBKO CBOMX COTEPHHUKOB, CKOJIBKO
Kpa)Xu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPH3AIMU OOJIBIITUHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAyHTA:

1. Eciu apyroil urpok Bemer ceOs IJI0OXO WM co3daeT Te0e HENpHUSITHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Iloxanylcsi aIMHUHUCTPATOPAM HUIPhl HAa IUJIOXO€ TMOBEIEHUE 3TOr0 HWIPOKa,
KEJIATEIbHO NPWIOKUTh KaKHE-TO IOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil muuHyto nHGoOpMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIManbHbIC TATIYH U MOJIBI;

6. Mcnosib3yil CIIOKHBIE U Pa3HbIC MAPOJIH;

7. Jaxxe BO BpeMs UIPbl HE CTOMT OTKJIFOYaTh aHTUBHpYC. [IoKa ThI urpaemib, TBOU
KOMITBKOTEP MOTYT 3apa3uTh.



@OUIIHHT WA Kpazka JUIHbIX JAHHbIX

OOBIYHOHM Kpaked JIeHer U JIOKyMEHTOB CErOAHs YK€ HUKOIO HE yJMBHIIb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJIOTMHM 3J0YMBIIUIEHHUKH NEPEMECTUINCh B HHTEPHET, U
IPOJIOHKAIOT 3aHUMATHCS " TFOOUMBIM" JIEJIOM.

Tak mosiBuiach HOBas yrpos3a: MHTEPHET-MOLICHHUYECTBA WM (DUILUHT, TJIaBHAs
[IeJIb KOTOPOTO COCTOMT B TOJYYEHUHM KOH(UICHIMAIBHBIX JaHHBIX I0JIb30BaTECH -
JoruHOB U maponeil. Ha anrnuiickom s3pike phishing untaercs kak ¢ummar (ot fishing -
pBIOHAs JTOBJIS, password - mapob).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciau Thl Moj03peBaellib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00
ATOM KaK MOXHO CKOpEe;

2. Hcnonw3yit Oe3omacHble BeO-CaiTbl, B TOM 4YHUCIE, MHTEPHET-Mara3puHOB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil crnoxkHble U pa3Hble mapoiu. TakuMm oOpa3om, eciau TeOsl B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKU TOJy4yaT JOCTYI TOJBKO K OJJHOMY TBOEMY IpPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu TeOs B3JIOMaIMd, TO HEOOXOJUMO MPEAYNpPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 00aBiEHBl Y T€OS B JIPYy3bsiX, O TOM, YTO T€OsI B3JIOMAIU U, BO3ZMOXKHO, OT
TBOEr0 UMEHHU OYyJIeT PacCchlIaThCs CIIaM U CChUIKM Ha (PUILIMHIOBBIE CANTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBail (hailiibl ¥ Ipyrye BIOKEHUS B MUCbMAaX, JaXXe €CJIM OHU MPUILLIU OT
TBOMX Jipy3el. Jlydllle yTOYHU y HUX, OTIPABIISUIIN JIU OHU TeOe 3TU (aiJbl.

u¢pposasi penyrauus

[MudpoBas penyrtanusi - 3T0O HETaTUBHAS WM TO3WTUBHAs MHQPOpPMAILUS B CETH O
tebe. KomnpomeTupyromas nHbopmariys, pa3MeiieHHas B UHTEPHETE, MOXKET CEPhE3HBIM
oOpa3oM oTpa3uThcsi Ha TBOeH peanbHOM >ku3HU. "[ludpoBas pemyranusa" - 5T0 TBOU
UMUK, KOTOPBIN (hopMupyercs u3 uHpopMaiuu o Tede B HHTEpHETE.

TBOe MeCTO XHUTEIbCTBA, Y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOECHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJHUKAlUMK  JIAYHOMN
uHpopmanuu B VIHTEepHETE, HE IMOHMMAasi BO3MOXKHBIX TOCIEACTBUU. Thl gaxe He
CMOXeIIb JorajgaTeCsa O TOM, uTO (ortorpadus, pasMmemieHHas S5 JeT Hazajd, cTraja
NPUYUHOM OTKa3a MPUHATH TEOs Ha paboTy.

KommenTtapuu, pasmenienue TBoux ¢otorpaduit u npyrue ACHCTBUS MOTYT HE
MCYE3HYTh JaXKe MOCJE TOro, Kak Thl WX YJAIHIIb. [bl HE 3HACHIb, KTO COXPAHWUI ATy
nH(pOopMaIio, Tormaa Jii OHa B MIOMCKOBBIE CHCTEMbI U COXPAHWJIACH JIM OHA, a TJIABHOE:
YTO TMOAYMAlOT O TeOe OKpYXalollue JIOIW, KOTOphble HaWAyT W YBUAST 3TO0. Haiitu
nH(OPMAIMI0O MHOTO JIET CITYCTSI CMOXKET JII000# - Kak U3 JOOphIX MOOYXKACHUH, TaK U C
HaMepeHUEM MTPUYUHUTH BPEJl. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(PPOBOI permyTaIuu:



1. ITogymaii, mpexae 4em 4To-TO MyOJUKOBATh U MepeaaBaTh y ce0s B 0Jiore Wi B
COLIMAJILHOM CETH;

2. B Hacrpoiikax npo¢uiisi yCTaHOBU OTpaHUYECHHS HAa IPOCMOTP TBOETO MPOoduiIs u
€ro CoJACP>KMMOTr0, cAeial ero ToJubKo "mist apy3eit”;

3. He pasmemaii u He yka3biBail HHGOpMAILMIO, KOTOpask MOXKET KOro-imbo
OCKOPOJISITH UM OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE MIKOJIBHUKU - aKTHUBHBIC MOJIb30BATEIN LHU(POBOTO MPOCTPAHCTBA.
OpHako Janexo He BCE 3HAIOT, YTO TMOJIb30BAHHE MHOTHMH BO3MOXKHOCTSIMH IH(PPOBOTO
MHpa TpeOyeT COOJIOICHUS ITPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIEKTYyalbHAas COOCTBEHHOCTh" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HauuWHas C HOBBIX H300pETEHHM M 3HAKOB, O0003HAYaIOIINX
COOCTBEHHOCTh Ha MPOAYKTHl M YCIYIHM, M 3aKaHuMBasg KHUTaMH, (oTorpadusamu,
KUHO(QUIbMAMU U MY3bIKaJIbHBIMH MPOU3BEACHUSIMH.

ABTOpCcKME TpaBa - 3TO IpaBa Ha HUHTEIUICKTYyaJbHYI0 COOCTBEHHOCTh Ha
OPOU3BEIACHUS HAyKH, JUTEPATypbl M MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUIEKTYalbHBIH/TBOPUECKUN TpyA aBTOpa HE OyAer
HalpacHbIM, J1aCT €My CIpPaBe/JIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha pe3ysbTaTax CBOETO
TPyJa, MOIYYUTh U3BECTHOCTh M Npu3HaHue. Hukro 6e3 paspelieHusi aBTopa HE MOKET
BOCIIPOM3BOANTH €ro MPOU3BEJICHUE, PACHpOCTPaHATh, MYyOJUYHO JIE€MOHCTPUPOBATH,
poJlaBaTb,  HUMIIOPTUPOBATh, IYyCKaTb B  MPOKAT, MyOJIMYHO  HUCHOJIHATH,
MOKa3bIBaTh/UCIIOJIHATH B 3upe uiu pazmeniats B UHTepHeTE.

Hcnonb3oBanue '"mupaTckoro" mNporpaMMHOrO OOECIEeYEHUsI MOXKET MPHUBECTH K
MHOTMM pPHCKaM: OT TOT€pU JaHHBIX K TBOMM aKKayHTam J0 OJIOKMPOBKH TBOETO
yCTPOMCTBA, I/ YCTAaHOBJIEHA HeseraibHas nporpamma. He crouT Taxke 3a0bIBaTh, 4TO
CYLIECTBYIOT JIETaJbHbIE U O€CIJIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HaliTH B CETH.

O noprane

CereBrn4oK.p - TBOI TIaBHBIH COBETYMK B CETHU. 3J€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTM B CETH IOHATHBIM U JOCTYIHBIM $I3bIKOM, a MpPU BO3HUKHOBEHHUH
KPUTUYECKOM CUTYyallul OOPATUTHCS 3a COBETOM. A TaKk)Ke MPHUHATH y4acTHE B KOHKypcax
U CTaTh CaMbIM LIU(PPOBBIM IpaKJaHUHOM!



